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Abstract—The concept of Hippocratic Databases was first
conceptualized in 2002. Since then, several papers have been
published where the concept of ‘Hippocratic Databases’ have been
implemented in various domain like e-Learning, web services, virtual
community and other platforms where preservation of privacy on a
social network is critical. Generally some selected principles of
Hippocratic Databases have been modeled based on the type of
environment and platform. This paper is an extension of the paper
mentioned in references ™. After study of database level privacy in
social network, an attempt is made to implement the principles of
Hippocratic databases. This paper presents the method to implement
selected principles of Hippocratic databases i.e. purpose, retention
and consent on an existing system that captures employee movements
through RFID detections rather than building a new system to
implement the principles in the database. To implement the above
mentioned principles, some changes at schema level were introduced.
The paper also highlights the key features of “purpose™ principle of
Hippocratic Database in the existing system in an elaborative
manner.

1. INTRODUCTION

The concept of Hippocratic Databases evolved from the
Hippocratic Oath of medical or law profession. A segment of
the oath is given below.

“What I may see or hear in the course of the treatment or even
outside of the treatment in regard to the life of men, which on
no account one must spread abroad, I will keep to myself,
holding such things to be unutterable.” ['*!

Based on the Hippocratic Oath, Hippocratic Databases focuses
on taking the responsibility for the privacy of data that rests in
the database. The ten principles of Hippocratic Databases that
supports the Hippocratic Oath are:

Purpose Specification
Consent

Limited Collection
Limited Use

Limited Disclosure
Limited Retention
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7. Accuracy

8. Safety

9. Openness
10. Compliance

The objective is to apply selected principles like purpose,
retention and consent of Hippocratic databases to an existing
system to improve the understanding of the schema and
structure of the database as well as maintain privacy of data.

The paper is divided into 5 sections where section 1 gives a
general introduction about Hippocratic Databases and its
principles and the objective of the paper. Section 2 describes
the existing system and its database schema, screenshots of the
tables while section 3 describes the changes proposed in the
existing system. Section 4 concludes the paper while section 5
provides the references.

2. INTRODUCTION OF EXISTING SYSTEM

The existing system detects employee movements through
RFID detections. The system has two relations; employee and
login_register where employee relation stores employee
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Fig. 1: Description of login_register and employee relation
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related information like name, designation, department, etc.
while login register captures the date and time of employee
movement from particular locations i.e. where RFID devices
are installed. Fig. 1 provides the schematic description of both
the relations.

3. CHANGES PROPOSED IN DATABASE

Selected principles of Hippocratic database have been
implemented in the proposed methodology.

1. The most critical principle of Hippocratic databases is
‘purpose’. To ensure that the purpose is captured in
database level, a purpose relation has been created.

" purpaze_id | tablename PUIpOzE attribute
1 employes Employee Basic Details
2 ol Login Detals for Roles
1 login_register Login Details or RFID detections
4 employes Access to employee basic details name
5 employes Arcess to employes basic details deptt

Fig. 2: Tuples in relation purpose
Key features of purpose relation are:

i. Stores the purpose or reason of creating each table in the
database. This ensures that the core cause of creating and
maintaining a relation is captured during design level.
This feature would also aid a new member to understand
the reason for the existence of a particular relation in the
database since databases generally contain several
relations/tables. The corresponding tuples shall be used
as informative reference.

ii. This relation will capture the various reasons for
accessing a particular attribute of its corresponding
relation. Thus access of an attribute shall communicate
the purpose of the access.

iii. Purpose relation shall also highlight the unused attributes
of a relation. Some attributes of a relation may be
obsolete or some new attributes have been introduced
but not utilized can be extracted from purpose relation.

In the above table, the tuples with no value in attribute column
defines the core cause of creating the relation while the tuples
with existing attribute value are used to capture the reason for
accessing the particular attribute of a relation. This way
purpose definition can be distinguished for a table/relation
creation and access of an attribute of a relaation.

The main concept to be implemented is demonstrated in the
Fig. below:

| Project Manager Holr |

Project Leader

Project Leader

‘Mernberl ‘ | Member 2 ‘ |Ma‘nber3 ‘ | Member n

Fig. 3: The level of hierarchy to contemplate the RFID detection

The level of hierarchy is designed in such a manner so that the
detections of members can be observed by project leaders
while the detections of project leaders can be observed by
project manager/HoD.

2. The retention principle is implemented through a
retention relation that defines the limit or period for
contemplating the RFID detections.

¢ retention;
e e N — D — A e e D ——

Null | Key | Default

i retention_id int{11> NULL auto_increment

int{11) NULL

H
purpose_id
'

1'etentiun_1init date NULL
CURRENT _TIMESTAMP

timestamp timestamp on update CURRE]
TIMESTAMP i

Fig. 4: Description of retention relation

Retention relation ensures the limit of retention of a particular
attribute of a table and its use based on the purpose relation
using purpose_id. In this way, the limit of retention for an
attribute can be controlled via this table.

‘access’

3. Consent principle is implemented through

attribute in employee relation. Subsequently, no new
relation has been defined. ‘access’ attribute contains the
employee id of the superior or the person to whom
consent to access detections is permitted.

In this way, only the immediate superior shall have access to
detections of movements of employees assigned under him. In
case higher level management needs to access the detections
of a particular employee then the access permissions shall be
provided through consent table.
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4. CONCLUSION

After Hippocratic Database emerged in 2002 to protect the
privacy of data that rests in database, the principles of
Hippocratic Database have been implemented in various
different platforms and data sets. Since data is a very critical
asset for any organization, these principles can lock the
personal information of users at database level. The proposed
methodology implements limited principles of Hippocratic
databases to an existing system that detects employee
movements through RFID to ensure restricted access and
privacy of information. To implement the proposed
methodology, changes were executed at schema level to
ensure restricted access.

In future, statistical analysis shall be done to determine the
effect of these changes on the database and the level of
privacy and access restriction achieved.
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